Using Spirent's (Avalanche) Tcl APl on FreeBSD

Before going further, | strongly encourage you to read the « Using the scripting API » part
of the Spirent documentation.

While testing a proxy in term of performance (benchmarking) with and without some
antiviral solutions, | found that using the Avalanche GUI to launch the tests was painfull
when trying to evaluate many cases.

Besides this, we have to use the Tcl API because it is the only way to include the invocation
of the performance tests and

What follows focus on the HTTP, POP3 & SMTP protocols.

One caveat has not been resolved, we are using traditional performance tests, this prevents
us from knowing if performance have been improved in the tested release.
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Performance tests flows

Preparing the « Commander » host

Of course, SpirentCom does not support this work and their document [SPI01] regarding
Unix is, as far as | know, incomplete.

Though, the Linux ABI support in FreeBSD, which is documented in the handbook [BSDO01],
is smart enough to let us do whatever we want.

$ brandel f -t Linux Aval ancheTcl APl _Li nux_7_02_0_37702. bin
# ./ Aval ancheTcl APl _Li nux_7_02_0_37702. bin -consol e
Follow the instructions...

For some reasons the usual TCL does not work with the TclLib, you need to install the
ActiveState package, which has not been package for FreeBSD...

Get ActiveTcl8.4.12.0.226725- linux- ix86.tar.gz, unpack it, run the install.sh script, then
add /usr/local/ActiveTcl/lib/ and SmartLib/unix/linux to your LD _LIBRARY_ PATH

$ export LD_LIBRARY_PATH=/ usr/ | ocal / ActiveTcl/1ib:/opt/ Spirent Comunications/ Aval anche/ Tcl API/ Smart Li b/ uni x/ 1 i nux



Launching the benchmark

First, you need a test...

To quickly get started, use the Avalanche Commander to design your test and generate its

Tcl counterpart.
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From the Spirent Litterature [SPIO1]:

« Any test witten with the Aval anche Comrander
nodi fication using the Scripting API. »
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can run with sone little

Modification of those scripts is beyong the scope of this document, please refer to the

relevant documentation and our example (Appendix).

The API crash on Unix if you use things like:
sntp://172.17.0. 1 FROME<Emai | s*"1> TO=<Enmi | s"2> SUBJECT=<Enmi | s"3>

Then comes the invocation of a performance test. It is as simple as the following command

line:

SMIP_BODY_FI LE=<"32K_body. txt" "plain/text">

$ /usr/local/ActiveTcl/bin/tclsh8.4 /path/to/your/bench.tcl

If everything goes as expected, you should see somet

hing like:
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At the end of the test, it dumps the test results into some CSV files which can be used for
detailed analysis (latency, TCP sockets states, etc...)

Those this is not the awaited behaviour (or | may have missed something...), to work
around, we modify that part of the script that dumps the stats because we do not want our
results to be overwritten every tests.

WorkSuite Manager
From the Spirent documentation:

« AWrk Suite is designed to iterate over one or nore other tests
and to change test paraneters between iterations. »

Now, we have got the opportunity to validate all performance aspects of our proxy by
invoking only one Tcl script. Let's imagine, we want to get some results for the POP3 and
HTTP protocols, with or without ClamAV; the WorkSuite will modify the desired load for us,
that is amazing !

Well, unfortunately, it is not possible to export a WorkSuite for an usage with the Tcl API,
so this feature is useless in our case ;-)

We have written a quick Tcl Script which unrolls some tests for tproxyd and modify the
firewall configuration (using nsrpc) between each iteration and/or tests.

How to export the results in HTML

At the moment, there are no automatic way to deal with this, next release of the APl may



support this feature.
Of course, we can write a generic parser for the CSVfiles but this may take some times...

So for now, the best practice to get a graphical representation of those test results is to use
the Analyser.

Fetching the test results

In the first time, we were thinking of using a perl script to extract the last values (supposed
to be the highest) from the comma separated files but this approach was not generic and
will require a script per test.

Indeed, each time we change the test duration, the number of stairs' repetitions or their
heights, the structure of the CSVfile changes too.

The Tcl API offers facilities through functions like filterList and RegisterStatsCallback.
FilterList is the patterns matching part.
TOBECOMPLETED
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Appendix: Sample Spirent Test

#

# Define a call back procedure

#

proc statsCall backProc {clusterlD data} {
array set dataArray $data

puts -nonew i ne "statsCal | backProc ($clusterlD)"

if {[info exists dataArray(timeEl apsed)] && [info exists dataArray(timeRemaining)]} {
puts -nonewline ": Testnane = $dataArray(testNane); Tine El apsed =
$dat aArray(ti meEl apsed), Tinme Remaining = $dataArray(ti meRemai ni ng)"
} elseif {[info exists dataArray(tinmeEl apsed)]} {
puts -nonewl ine ": Testnane = $dataArray(testNane); Tine El apsed =
$dat aArray(ti nekl apsed) "

}

catch {
puts ""
puts "pop3, attenpt edSessi onsPer Sec
$dat aArray(pop3, att enpt edSessi onsPer Sec) "
puts "pop3, successful Sessi onsPer Sec
$dat aArray(pop3, successf ul Sessi onsPer Sec) "
puts "pop3, unsuccessf ul Sessi onsPer Sec
$dat aArray(pop3, unsuccessf ul Sessi onsPer Sec) "
puts "pop3, activeSessions : $dat aArray(pop3, acti veSessi ons)"
}

puts ""
}

set testStarted "fal se"
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if {[catch {

# Insert this scripts parent directory into the tcl path

set auto_path [linsert $auto_path O [file join [file dirname [info script]]
"/ opt/ Spi rent Comuni cati ons/ Aval anche/ Tcl APl "]]

# Load the required package
package forget SPI_AV
package require SPlI_AV

# Initialize the API
set root ConmanderDirectory ""
SPI _AV::InitializeAPl $root ConmanderDirectory

SPI _AV: : AddLi cense "/ hone/daffy/license. xm"

# Source the config file
source [file join [file dirnane [info script]] "config_pop3proxy_ 1K txt"]

# Create the client and server clusters
set clientUnits [list $ava_ 10 2 100 _100_CPU 0]

set clientClusterI D [SPI_AV::CusterController::CreateC uster "client"
"MyClientC uster" $clientUnits]

set serverUnits [list $ref_10 2 100 _101_CPU 0]
set serverClusterI D [SPI_AV::CusterController::CreateC uster "server"
"MyServerCl uster" $serverUnits]

#
set testDirectory "/hone/daffy/ Spirent_Tests"
set testld "pop3_1k"

#
puts -nonewl i ne "Generating Test"; flush stdout
SPI _AV:: ClusterController::GenerateC usteredTest clusterConfig $testDirectory $testld

puts " - done"
# Do not renpbve this line - It is used by the code to wite provision conmand for a
SmartBits Test

#

# Stop the clusters

#

puts -nonewline "Stopping Cient Cluster"; flush stdout

SPI _AV::ClusterController::Stopd usteredTest $clientC usterlD

SPI _AV:: ClusterController::WitFord usteredTest Conpl etion $clientCl usterlD
puts " done"

puts -nonewl i ne "Stopping Server Cluster"; flush stdout

SPI _AV::CusterController:: Stopd usteredTest $serverC usterlD

SPI _AV:: C usterController::WitFord usteredTest Conpl eti on $serverC usterlD
puts " - done"

# Renove any previous copy of the test fromthe clusters

#

puts -nonewl i ne "Renoving Test From Client Cluster"; flush stdout

SPI _AV::dusterController::RenmoveCd usteredTest $clientClusterlD $testld
puts " - done"

puts -nonewl i ne "Renoving Test From Server Cluster"; flush stdout
SPI _AV::dusterController::RenmoveCd usteredTest $serverClusterlD $testld

puts " - done"

#

# Upload the test to the clusters
#

puts -nonew i ne "Upl oading Test To Client Cluster”; flush stdout

SPI _AV::CusterController::Upl oadC usteredTest $clientClusterl D $testDirectory
$testld

puts " - done"



puts -nonew i ne "Upl oading Test To Server Cluster”; flush stdout
SPI _AV::CusterController::Upl oadC usteredTest $serverCluster| D $testDirectory
$testld

puts " done"

#

# Regi ster a statsCall back for each cluster
#

set clientStatsCall backl D [SPI _AV:: C usterController:: RegisterStatsCall back
$clientClusterl D statsCall backProc [list "testNane" "tine*" "pop3"]]

set server StatsCall backl D [ SPI _AV:: C usterControl |l er:: Regi sterStatsCall back
$serverCluster| D statsCal |l backProc [list "testNane" "tine*" "pop3"]]

#

# Clear the Event Log on all devices participating in the test

#

puts -nonewline "Clearing Event Logs OF Client Cluster"; flush stdout
SPI _AV:: ClusterControl ler::d earEventLogs $clientClusterlD

puts " done"

puts -nonewline "Clearing Event Logs OF Server Cluster"; flush stdout
SPI _AV:: ClusterControl |l er::d earEventLogs $serverC usterl D
puts " done"

set testStarted "true"

#

# Start the test on each cluster

#

puts -nonewline "Starting Server Cluster"; flush stdout

SPI _AV::CusterController::StartCl usteredTest $serverClusterlD $testld
puts " done"

puts -nonewline "Starting Cient Cluster"; flush stdout
SPI _AV::CusterController::StartCl usteredTest $clientClusterlD $testld

puts " done"

#

# Wait for the client cluster to finish
#

puts -nonewline "Waiting For Client Cluster To Conplete"; flush stdout
SPI _AV:: ClusterControl |l er::WitFord usteredTest Conpl etion $clientCl usterlD

puts " done"

#

# Stop the server cluster (and wait for it to stop)
#

puts -nonewl i ne "Stopping Server Cluster"; flush stdout
SPI _AV:: ClusterController::Stopd usteredTest $serverC usterlD
SPI _AV:: ClusterController::WitFord usteredTest Conpl eti on $serverCl usterlD

puts " done"

#

# Transfer the results of the client cluster
#

set resultsDirectory [file join $testDirectory $testld "results"]

puts -nonewl ine "Transferring Client Cluster Results"; flush stdout
SPI _AV::ClusterController:: GetC usteredTest Results $clientClusterlD $testld [file
join $resultsDirectory]

puts " done"

#

# Transfer the results of the server cluster
#

puts -nonewl ine "Transferring Server Cluster Results"; flush stdout

SPI _AV::ClusterController:: GetC usteredTest Results $serverClusterl D $testld [file
join $resultsDirectory]

puts " done"



} catchError]} {
puts "EXCEPTI ON: $catchError"
if $testStarted then {
SPI _AV::CusterController::AbortC usteredTest $clientC usterlD
SPI _AV::CusterController::AbortC usteredTest $serverC usterlD

}
SPI _AV: : Dunmp
}
catch {
#
# Unregi ster the previously registered call backs
#

SPI _AV::CusterController:: UnregisterStatsCall back $clientC usterlD
$cli ent St at sCal | backl D

SPI _AV::C usterController:: UnregisterStatsCall back $serverC usterl D
$server St at sCal | backl D

}

# Do not renove this line - It is used by the code to wite reset cards command for
SmartBits Test

if { $testStarted == "true" } {

#

}

SPI _AV:: d eanUp
puts "Done!"
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